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Welcome

Thank you for purchasing this surveillance system.

Please read this manual carefully before installing and operating the cameras and the NVR
(network video recorder).

If technical assistance is needed, please contact Speco Technologies Technical Support.

Phone: 1-800-645-5516 option 3

Email: techsupport@specotech.com
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Important Safeguards and Warnings

Please carefully read the following instructions to avoid personal injuries and prevent the equipment

and other devices from being damaged.
1. Power source (note: please use the power supply that was included)
Never operate the equipment by using an unspecified power supply.
1. Never push objects of any kind through the openi ngs on the recorder

Never push objects of any kind through the openings on the NVR to avoid electric shock or

other accidents.
2. Avoid dusty areas
Do not put the equipment in a dusty area.
3. Do not place the equipment in a rainy or humid e nvironment

Do not place the recorder in a humid environment like a basement. If the equipment comes
accidentally in contact with water, please unplug the power cable and immediately contact

support.
4. Keep the surface of the equipment clean and dry

Use a soft, damp cloth to clean the outer case of the recorder (do not use liquid aerosol

cleaners)
5. Do not operate if any problems are found

If there are any strange smell or sounds coming from the recorder, unplug the power cable

and contact support.
6. Do not try to remove the upper cover

Warning : Do not remove the cover of the recorder while power is connected, to avoid electric

shock.

7. Handle with care
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10.

11.

12.

13.

Handle the unit gently as rough physical handling may cause malfunction.
Use standard lithium battery

After disconnecting power, if the system clock does not continue to work, please replace the

standard 3V lithium battery on the main board.

Warning: Turn off the unit before replacing the batteries. Please properly dispose of the used

batteries.
Put the equipment in a place with good ventilati  on

The recorder can produce a large amount of heat during operation. Install or put the

equipment in a place with good ventilation.

The included power adapter can only be used for the single recorder. Do not connect

more equipment to the power adapter.

Prevent water from splashing on the equipment. Do not place objects containing water

on the equipment.
Electrical safety

All installation and operation here should conform to local electrical safety codes. The product
must be grounded to reduce the risk of electric shock. Speco Technologies assumes no
liability or responsibility for all the fires or electric shock caused by improper handling or

installation.
Qualified personnel

All examination and repair work should be done by the qualified service personnel. Speco
Technologies is not liable for any problems caused by unauthorized modifications or

attempted repair.
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Chapter 1 Product Overview

1.1 Rear Panel
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(4-channel recorder shown for reference)

Item | Physical Port Connection Method
1 Power Switch Startup and shutdown
2 Power Port Connect the included power supply
3 USB Port Connect USB devices, such as USB mouse and USB flash drive.
4 HDMI Port Connect to a monitor or TV
5 VGA Port Connect to a monitor with VGA port
6 Audio Out Audio signal output, RCA port
7 WAN Port Network interface to router
8 LAN Ports Network interface to IP cameras. Also provides power to IP cameras.

1.2 Remote Control (For Reference Only)

No. Icon Description
Numeric keys
1 1-4
Press to display channel 1~4
Press to display all channels
3 ALL
Multiple display mode
4 Menu Press to enter or exit the Main Menu
5 Mute Mute On/off
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Table 2-1

6 Submenu | Go to submenu

7 A Up arrow key
Press to enter the selected menu item and

8 SEL _ _
edit the setting

9 < Left/Right key

10 v Down arrow key

11 <4< Press to rewind during video playback

12 | 4 2 Press to fast forward during video playback

- > Press to play recorded video or enter the
playback search menu

14 o Press to start manual recording

- - Press to stop manual recording or stop the
video playback

G 5 Press to pause the video playback or enter

frame-playback mode
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Chapter 2 NVR Installation & Connection

2.1 Connection Diagram

Speaker

(4-channel recorder connection shown for reference)

2.2 Power Supply Connection

Caution : Use only the supplied power adapter that was included in the package

Connect one end of the power adapter to the power connector on the back of the NVR. Plug the other end

of the power adapter into the wall outlet.

1 wHl)=l 4 ﬂ
=
Power adapt

Wall outlet

Press the Power switch to turn on the power.
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Chapter 3 NVR Common Operations
3.1 Using the Supplied Mouse

0\@

©

1. Left Button:
0  Click to select menu options.

0  During live viewing in split-screen view, double-click on a channel to view it in full-screen.

Double-click the channel again to return to split-screen viewing.
0  Click up on a channel in Live View to open the Camera Quick Toolbar.

0  General click and drag actions

2. Right Button:
0  Click once to open the Task bar in the Live View screen. View Task bar on 4.2.2 Taskbar

0  Click to go back / close menus.

3. Scroll Wheel:
0  General scrolling actions.

0  While hovering over the volume control panel, scroll to turn system volume up / down.
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3.2 Using the Virtual Keyboard

The virtual keyboard will pop up on the screen when data needs to be entered.

Click to toggle the keyboard to

upper case and more punctuation

Click to delete a

character

Click to enter

Move the cursor to right

Move the cursor to left

3.3 Password

When the recorder is powered on for the first time, a password is required to set. Please make sure to

remember the username and password and save them in a secure place.

Language: Choose an OSD language
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New Admin Name: set the user name.

New Admin Password: set the admin password. The password must be a combination of 8

characters.
Confirm Password: Enter the password again.

Click Apply to confirm the setup and go to the login interface. Enter the user name & password to log

in.

NOTE: If the password is forgotten or lost, please contact support to

reset the password.
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Chapter 4 Start up
4.1 Start Wizard

The Startup Wizard will help configure the system and get the system up and running quickly.

4.1.1 Start Wizard

Click the Start Wizard button to proceed to the next step

4.1.2 Network Configuration

Wizard
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Check the DHCP box if the recorder is connected to a network with DHCP capability. A router typically
has DHCP. The router will assign the network parameters automatically when DHCP is enabled on the

recorder. To manually assign parameter values, see below:

IP Address : The IP address identifies the recorder in the network. It consists of four groups of
numbers between 0 to 255, separated by periods. For example, “192.168.001.100".

Subnet Mask : Subnet mask is a network parameter which defines a range of IP addresses that can
be used in a network. If IP address is like a street where you live then subnet mask is like a
neighborhood. The subnet address also consists of four groups of numbers, separated by periods.
For example, “255.255.000.000".

Gateway : This address allows the unit to access the Internet. The format of the Gateway address is
the same as the IP Address . For example, “192.168.001.001".

DNS1/DNS2: DNSL1 is the primary DNS server and DNS2 is a backup DNS server. It is usually
enough just to enter the DNS1 server address.

Port

Web Port: This is the port that will be used to log in remotely to the NVR (e.g. using the Web Client). If
the default port 80 is already being used by other applications, it must be changed.

Client Port: This is the port that the NVR will use to send information through (e.g. using the mobile
app). If the default port 9000 is already taken by other applications, it must be changed.

RTSP Port: This is the port that will be used to transmit real-time streaming video to other devices

(e.g. using a streaming Media player.).

UPNP: To log in remotely to the NVR using the Web Client, port forwarding must be completed in the
router. Enable this option if the router supports the UPnP protocol. In this case, port forwarding does

not need to be configured manually on the router.
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4.1.3 Date/Time
Date and Time

Click on the calendar icon to set the current system date.

Date and Time MTP

X

Date
Time
Date Format MKDDYY

Time Format 24Hour

Time Zone GMT+0E:00

Date: Click on the calendar icon to set the system date.

Time: Click to set the system time.

Date Format: Choose from the drop down menu to set preferred date format.

Time Format: Choose time format between 24Hour and 12Hour.

Time Zone: Set the correct time zone.

NTP

NTP stands for Network Time Protocol. This feature allows the date and time to be synchronized
automatically on the NVR over the Internet. The NVR needs to be connected to the Internet for this
feature to work.
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Date/Time

Date and Time
Enable NTP
Server Address pool.ntp.org

U pdate Mow

Check the “NTP” box, and select the NTP server.

DST

DST stands for Daylight Saving Time.

Dateand Time  NTF
Enakl
Time Offset 1Haur
DST Mode Wesk

Start Time Mar. The2nd . L

End Time Mo . LRES . V

DST: Enable if Daylight Saving Time (DST) is observed in the time zone where the system is installed.

Time Offset : Select the amount of time to offset for DST (normally 1 hour)

Time Mode : Choose to set the daylight saving time in weeks or in days

Start Time/End Time : Set the start time and end time for DST

10
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4.1.4 IP Camera

IP cameras can be added to the NVR through this menu if the included cameras are not connected

directly to the PoE ports on the back of the NVR.

Wizard

:ss/Domain  Port Manufacturer Channel Edit State IP Add omain Sul

IP CH1

IP CH7
IP CH8
IP CHY

IP CH10

IP CH11

IP CF

Search

Previous Cancel

Click Search to search IP cameras in the same network. Choose the IP camera(s) to add, and then
click the ™ icon to add to the NVR.

Position Left-Top
Part
Priotocol

User Name  admin

11
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Enter the camera’s user name & password to add the camera(s). The default credentials are

admin/admin.

Click the & button to add an individual IP camera to a single channel.

'
Add IP Camera

n Port Manufacturer De)

Click Search button to search IP cameras, and then click one of the IP camera in the device list.
IP Address/Domain: IP address or domain name of the IP camera

Alias: Name of the IP camera

Position: Position to display the camera name on the screen.

Port: Port of the IP camera

Protocol: Choose the protocol of the IP camera from the drop down menu

User Name: User Name of the IP camera

Password: Password of the IP camera

Bind channel: Choose a channel of the NVR to associate the camera to

12
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4.1.5 Disk

v Format HDD

07/19/2018 10:16:54

The NVR comes with a preinstalled HDD. If for any reason, the HDD needs to be formatted, select the
HDD and then click the Format HDD button.

Overwrite : Use this option to overwrite the old recordings on the HDD when the HDD gets full. For
example, if the option 7 days is chosen then only the last 7 days of recorded data are kept on the HDD.
To prevent overwriting any old recordings, select Disable. If this function is disabled, please check the
HDD status regularly to make sure the HDD is not full.

4.1.6 Resolution

Select the appropriate resolution for the monitor. The NVR also supports automatic adjustment of the

output resolution to match the best resolution for the monitor when the system starts up.

Resolution

Output Resolution | 428

13
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4.1.7 Mobile

Scan the QR code with the mobile app to view the NVR remotely through a smartphone.

Mobile

P2P ID

P2P ID

Connection

IP £

Subnet Mask

Client Port

4.1.8 Summary

Check “Don't show this window next time " to not display the Start Wizard again when the system is

rebooted next time. Click Finish button to save & exit.

Summary

System
Resolution 1920x
Date/Time 04/10/2017 16:18:17, GMT+
NTP
DST

Network

ow next time

14
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4.2 Live View Screen Overview

amera Title Status Icons

BEaHa@m=

o Camera No Camera

Status lcons

This indicates that the NVR is currently recording.

b
P

This icon appears when motion has been detected.

s

ﬁ

The icon indicates that the external I/O alarm device has been triggered

This icon indicates an HDD error

® This icon indicates the HDD is unformatted

This icon indicates the HDD is full.
15
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D This icon indicates the HDD is read-only.
No Camera: IP camera is not connected.
- Click to open Quick Add menu to add IP camera

_&‘ Click to edit current IP camera

4.2.1 Camera Quick Toolbar

In live view, click the left button of the mouse on a channel to display the Camera Quick Toolbar.

(o w]

. Click to manually record the channel immediately. If the manually recording is in process, the icon

!

will be in red color. Click one more time to stop manual record.
@ Click to save a snapshot of the current camera image.

G Click to play the last 5 minutes of recording of this channel
Gl Click to zoom into the channel.

@ Click to adjust the image settings of the channel. These parameters can be adjusted: Hue,

Brightness, Contrast, and Saturation of the image.

[+b]To switch the live view video stream between HD & SD. HD is the main stream and SD is the sub

stream.

16
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4.2.2 Task bar

! HELLNEHO0

:§ . Click to open the Start Menu
Ha Click to choose different layout for live view
Click to start viewing channels in a sequence

Quick playback. If chosen, the recording for all channels from the beginning of the day will

start playing back. If the arrow is clicked, playback from the last 5s, 10s, 30s, 1min, and 5min can
be chosen.

ﬂ:lr]} Click to adjust the audio volume
HL 3

t=p Click to switch all IP channels between main stream and sub stream for live view

F Click to switch among real-time, balanced, or smooth view. The view effect modes affect

only the live view video quality by bitrate and frame rate but do not affect the recording quality.

EP_‘]CIick to start or stop Manual Record and Manual Alarm.
@Click to view system information, channel information, record info and network state.

_|___T_|_This icon will appear if the network is disconnected.

17
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4.2.3 Start Menu

To switch to another user. To enable multiple users, see 5.6.3

admin

Multi-user.

Search Search & Playback. See Chapter 6 Search, Playback & Backup

SETY NVR System Setup. See Chapter 5 NVR System Setup

Lock Screen Lock & unlock screen. See 4.2.3.1 Unlock and Lock Screen.

Shutdown Shutdown, reboot & logout. See 4.2.3.2 Shutdown.

4.2.3.1 Unlock and Lock Screen

0 admin The screen will be locked to protect unauthorized OSD operation if there

iS no user interaction after 1 minute.

Search

If necessary, the screen can be locked manually. To do so, go to the
Setup Start Menu, and then click the Lock Screen icon ?:i to lock the system
immediately.

Unlock . . .
If the system is locked, click the Unlock icon lEI to unlock the system

Shutdown for further operation.

4.2.3.2 Shutdown

, admin

Search

Setup

Lock Screen

Shutdown k

Click the Shutdown button from Start Menu, and the check the desired operation. Click OK. The

system will require the admin password to continue.

18
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No Camera No Camera

Shutdown

No Camera No Camera

If Logout is chosen, the live view screen will disappear. Log in to the system again for operation.

07/19/2018 15:40:41 Thu.

19
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Chapter 5 System Setup

Go to Start Menu  Setup.

Channel Alarm Network Device gystem

Channel Motion General Disk General

Live Exception DDNS Cloud Multi-User

Image Centrol Email Maintenance:

Motion FTP Camera Maintenance
Privacy Mask Information

No Camera No Camera

07/17/2018 16:

20
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5.1 Channel

Available options in this section are: camera configuration, live view display, manage IP cameras,

adjust IP camera’s image, motion setup, and privacy mask setup.

5.1.1 IP Channels

No. Edit IP Address/Domain Port Manufacturer De;

Add Add All

Edit State

Manual Mode Auto Mode  Defau vor Tatal Band Width:50Mbps, Used Band Width:10.75Mbps

Click Search to search for IP cameras on the local network. Click Add to add an individual IP camera
or click Add All to add all IP cameras. Note that this should be used only for channels where the IP

camera isn't connected directly to the PoE port on the back of the NVR.

21



USER MANUAL

IP AC

Alias CH17

Position Left-Top

Fort b=
Protocol Frivate
User Mame admin
P rd

Eind channel

Search Cancel

Click Search button to search for IP cameras, and then click one of the IP cameras in the device list.

IP Address/Domain: IP address or domain name of the IP camera

Alias: Nickname of the channel

Position: Position to display the camera name on the screen.

Port: Port of the IP camera (leave it at default unless it was specifically changed previously on the

camera)

Protocol: Choose the protocol of the IP camera from the drop down menu (leave it at default)

User Name: User Name of the IP camera (default: admin)

Password: Password of the IP camera (default: admin)

Bind channel: Choose a channel of the NVR to attach the camera to

22
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Auto Assign IP to Camera(s) : If for any reason, the IP camera’s IP address was set to a different
network segment as the NVR’s internal camera network segment, this option can be used to change

the camera back to the network segment that the NVR recognizes.

Channel Delete : Choose one or more |IP cameras, and click this button to delete them from the

channels.

5.1.2 Custom RTSP

Custom RTSP URLs can be used to get video streams from 3" party IP cameras where their

respective RTSP URLs are known.

Custom Protocol:  Maximum of 10 custom protocols can be supported.

Protocol Name: Give a name to the custom protocol that's being used.

Enable Substrearm: Check the box to enable the sub-stream.

Port: Enter the RTSP port of the IP camera.

Resources Path: Enter the RTSP URL of the IP camera.

23
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5.1.3 Live

Channel Setup Covert Ghannel Name Show Name v
CH1 =
CH2 a =

Channel Name : Nickname of the IP camera.

Setup: Click the icon to go to the setup page.

24
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Channel | cH17
Channel Name CH17
Date Format

Time Format 24 Hour

efresh Rate G0Hz

now Mame

now Time

HUE @
BRIGHT &
CONTRAST &

SATURATION @

Default

Choose a channel to configure
Give a name to the camera
Date format to display for the camera

Time format to display for the camera

Refresh Rate of the camera (60Hz should be used for North America)

Choose a camera tvpe (Auto, AHD, TVI, CVI) for analoa camera

To show the camera name in live view screen

To show the system time in live view screen

Adjust the Hue value for the image color
Adjust the Bright value for the image color

Adjust the Contrast value for the image color

Adjust the Saturation value for the image color

Click Default to load default settings. Click Apply to save settings.

Right click on the mouse to exit.

25
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5.1.4 Image Control

p Angle Trad

1 High

OFF Middle Auto Alto Disable

Setup: Click the icon to go to the setup page.

26
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Channel CH17 Choose a channel to configure

IR-CUT Mode GPIO Auto Select the desired built-in IR cut filter mode to ensure the camera
works properly both in the day and night.

IR-CUT Delay ¢ 2 Set the delay time of mode switching
Lens Flip Angle Flip Check to enable lens flip and angle flip
Angle Trad i Set the flip angle
Back Light Enable To enable or disable Backlight compensation
BLC Level Lo Choose the backlight compensation level
30 Moise Reduction  Auto To enable or disable 3D noise reduction function
. Set the 3D noise reduction level
Enable Enable to allow WDR
. Set the WDR level
Midd e Automatic Gain Control
White Balance Avuto Configure white balance
Shutter Auto Set the shutter mode
Time Exposure 1/8 Choose the exposure time of the camera

Defog Mode Use in foggy environments to improve the video quality

27
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5.1.5 Motion

Configure motion detection options in this section.

Alarm Apply

Setup: Click the {23 icon to go to the setup page.

Motion Detection Area:

The whole screen is marked for motion
detection (red blocks) as default. To
disable motion detection on a certain
area, click the grid cursor and then drag
the mouse to unmark the area into
transparent blocks. After setup is
completed, right click on the mouse to
return and click Save to complete the

motion zone setup.

Switch : Enable or disable motion detection.

28
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Sensitivity : Set the sensitivity level. Level 1 the lowest sensitivity level while level 8 is the highest
sensitivity level.

5.1.6 Alarm

Click the Alarm button to configure the motion detection alarm actions:

v FTP Upload v

!
V]

o]
V]

Motion Copy Default Apply

Buzzer: The NVR can use its internal buzzer to emit an alarm tone. The buzzer duration can be set
here.

Record : Click the icon to choose which channel(s) should be recorded when motion detection is

triggered.

%4 Record Channel

Post Recording : Set how long after the motion event occurs that the NVR will continue to record. The

recommended recording length is 30 seconds but it can be set as high as 5 minutes.

B
-

Show Message : Check the box to display the"f:x-;; icon on the live view screen when motion is
detected.

29



USER MANUAL

Send Email : Select to let the NVR send an email when the motion is detected. Email must be set up

first in the Network section in order for this to work.

Full Screen : If this function is enabled and a motion is detected in a channel, that channel will go to

full screen.

FTP Upload : To upload alarm images to an FTP server when motion is detected. To set up FTP, see

5.1.7 Privacy Mask

Privacy mask can be used to cover certain areas of the image where viewing/recording is not desired.
Up to 4 privacy zones in any size and location on the camera image can be set up. Enable Privacy
Zone, and choose the number of zones that are needed. The zone(s) appear as red outlined boxes.

Click the bottom right corner of the box and drag it to any size to create the privacy zone. Click Apply

to save.

30
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5.2 Record

This section allows for configuration of recording settings.

5.2.1 Stream

The IP cameras have multiple simultaneous streams which are used for different purposes. The main
stream defines the recording video quality which will be saved in the HDD. The sub stream defines the
video quality for remote access viewing, such as the web client. The mobile stream defines the video

quality for remote viewing with the mobile app.

StreamType

Total Band W

Resolution : This parameter defines how large the recorded image will be.
FPS: This parameter defines the frame rate (frames per second) that will be recorded.
Video Encode Type: Compression codec of the IP camera.

Bitrate Control : Bitrate determines the actual video quality. Constant bitrate (CBR) is more suitable
for scenes with low contrast or where there isn’t much movement. For more complex scenes or
scenes with more movement, variable bitrate (VBR) is more suitable. If the bitrate is set too low for the

given resolution, pixilation will start to occur.

31
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Bitrate Mode : To set a custom bitrate value, choose the User-defined mode. To have the system set
a recommended bitrate value based on the selected resolution of the stream, choose the Predefined

mode.

Bitrate : Set the bitrate value. Note that higher bitrate values will result in higher image quality, but will

also consume more storage space on the HDD.

5.2.2 Record

Configuration of the channel recording parameters.

5.2.2.1 Record

Copy Default Apply

Record Switch : Check to enable recording for the channel.

Stream Mode : Choose the recording quality. If DualStream is chosen, the system will record both the

main stream and the sub stream.

PreRecord : If this option is enabled, the NVR will store recorded video a few seconds before a motion

event occurs.

32
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5.2.2.2 Record Schedule

Set a recording schedule for normal (continuous) and/or motion recording. To set the recording mode,
click on the mode (Normal or Motion) and then drag the cursor to mark the time slots. The recording
schedule must be set for each channel. Use the Copy function to set the same schedule as the initial

channel that was set, for all other channels. Click Apply to save the settings.
Channel : Select the channel to set its recording schedule.

Normal : Continuous recording (green markers).

Default Apply

Motion : Motion recording (yellow markers).

No Recording : An unmarked time slot means that there is no recording scheduled for that time slot.

33
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5.2.3 Capture

This section allows for configuration of image capture (snapshot) settings.

5.2.3.1 Capture

Copy PEET Apply

Auto Capture : Enable or disable automatic capturing for the channel.
Stream Type : Select the image resolution between main stream or sub stream.
Normal Interval : Time interval to capture an image during continuous recording.

Alarm Interval : Time interval to capture an image when motion is triggered.

34
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5.2.3.2 Capture Schedule

Copy Default

Channel : Select the channel to set its capture schedule.
Normal : Continuous capture (green markers).
Motion : Motion capture (yellow markers).

No Capture : An unmarked time slot means that there is no capture scheduled for that time slot. A

snapshot can still be captured manually on the channel by the operator.

35
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5.3 Alarm

This section allows for configuration of alarm parameters.

5.3.1 Motion

Refer to

5.3.2 Exception

The NVR can detect different types of errors to notify the operator.

Default Apply

Event Type : Select the event type from the options below:

- No Space on Disk : When an HDD is full.

- Disk Error : If the HDD is not detected properly.

- Video Loss : If a camera is not connected properly.

Switch : Check the box to enable the monitoring of the event.

36
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Buzzer: Set the buzzer duration when an event occurs (Off/10s/20s/40s/60s). To disable the buzzer,

select OFF.
Show Message : Check the box to display a message on the screen when an event occurs.

Send Email : Lets the NVR send an email when an event occurs.

5.4 Network

Configure network settings of the NVR.

5.4.1 General

5.4.1.1 General

Default Apply

Check the DHCP box if connecting to a DHCP server (a router typically provides this). The router will
assign automatically all the network parameters for the NVR. If parameters are known already and to

manually configure the parameters, see below:
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IP Address : The IP address identifies the NVR in the network. It consists of four groups of numbers

between 0 to 255, separated by periods. For example, “192.168.001.100".

Subnet Mask : Subnet mask is a network parameter which defines a range of IP addresses that can
be used in a network. If IP address is like a street where you live then subnet mask is like a
neighborhood. The subnet address also consists of four groups of numbers, separated by periods.

For example, “255.255.000.000".

Gateway : The gateway allows the NVR to access the Internet. The format of the Gateway address is

the same as the IP Address . For example, “192.168.001.001".

DNS1/DNS2: DNSL1 is the primary DNS server and DNS2 is a backup DNS server. It is usually

sufficient just to enter the DNS1 server address.

5.4.1.2 PPPoE

Default Apply

This is a protocol used for networks using DSL.
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Check the “Enable PPPOE" box and then enter the User name & Password of PPPoE.

Click Apply to save and the system will reboot to activate the PPPOE setting.

5.4.1.3 Port Configuration

Default Apply

Web Port : This is the port that will be used to log in remotely to the NVR (e.g. using the Web Client). If

the default port 80 is already taken by other applications, please change it.

Client Port : This is the port that the NVR will use to send information through. If the default port 9000

is already taken by other applications, please change it.

RTSP Port: This is the port that the NVR uses to transmit real-time streaming to other devices. If the

default port 554 is already taken by other applications, please change it.

UPNP: To log in remotely to the NVR using a web browser through DDNS, port forwarding must be set
up in the router. Enable this option if the router supports UPnP. UPnP must be enabled on both the
NVR and the router. If UPnP is used, port forwarding does not have to be configured manually on the

router. If the router does not support UPnP, make sure port forwarding is configured manually.
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5.4.2 DDNS

Configure DDNS settings. Speco Technologies provides a free DDNS service. By using DDNS, the

external remote IP address of the device does not have to be known to remotely access the NVR.

DDNS: Check to enable DDNS.

Domain : specoXXXXXX.specoddns.net. The last 6 characters “XXXXXX" are the last 6 characters of
the NVR’s Mac address.

After all parameters are entered, click Test DDNS to test the DDNS settings. If the test result is
“Network is unreachable or DNS is incorrect”, please check if the Internet is working correctly and that
port forwarding or UPnP was configured properly.

5.4.3 Emall

Configure email settings. If configured, the system will send an email when motion is triggered, HDD

becomes full, HDD is in error state, or Video Loss occurs.
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5.4.3.1 Email Configuration

Email : Check to enable the function.

Encryption : Enable if the email server requires the SSL or TLS verification. If unsure, set to Auto.

SMTP Port: Enter the SMTP port of the email server that will be used to send the email.

SMTP Server: Enter the SMTP server address of the email service.
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User Name : Enter the email address of the sender.

Password : Enter the password of the email address.

Password : Display name of the sender.

Receiver 1~3 : Enter the email address(es) that will receive the notifications.

Interval : Configure the length of the time interval between the notification emails from the NVR.

To make sure all settings are correct, click Test Email . The system will send an automated email

message to the email addresses that were specified.

5.4.3.2 Email Schedule

The schedule must be set in order for email notifications to be sent properly..

Default Apply

Color codes:

Green: Motion detection.
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Red: Exception (HDD full, HDD error, or Video Loss).

5.4.4 FTP

Snapshots can be uploaded to an existing FTP server configured through this section.

FTP Enable : Click to enable the FTP function.

Server IP : Enter the FTP server IP address or domain name.

Port: Enter the FTP port for file upload.

Name/ Password : Enter the user name and password.

Directory Name : Enter the default directory name for the FTP file uploads.

Test FTP: Click to test the FTP settings.
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5.5 Device

Disk and Cloud configuration.

5.5.1 Disk

5.5.1.1 Disk

Check and configure the internal HDD(s). The HDD already comes formatted with the system. Format

the HDD only when necessary for some reason.

Default Apply

Format HDD : Select the HDD and click Format HDD . To start formatting, enter the user name and

password and then click OK.

Overwrite : Use this option to overwrite the old recordings on the HDD when the HDD is full. For
example, if the 7 days is chosen, then only the last 7 days recordings are kept on the HDD. To prevent
overwriting any old recordings, select OFF. If this function is disabled, please check the HDD status
regularly to make sure the HDD is not full. Recording will be stopped if HDD is full.
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5.5.1.2 SMAR.T

This function can be used to display technical information on the installed hard. Tests can be

performed (there are three types available) to evaluate and detect potential drive errors.

Threshold

Whole Evaluation not passed, continue to use the di sk: If for some reason the hard drive has
detected a fault (such as one or more bad sectors), you can instruct the NVR to continue saving to the

drive.

Self-check Type: There are three types available:

Short: This test verifies major components of the hard drive such as read/write heads, electronics and

internal memory.

Long: Thisis a longer test that verifies the above as well as performing a surface scan to reveal

problematic areas (if any) and forces bad sector relocation.
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Conveyance: This is a very quick test that verifies that the mechanical parts of the hard drive are

working.

Note: When performing a test, the NVR will continue to work as normal. If an HDD S.M.A.R.T error is
found, the HDD can continue to be used, but there will be a risk to lose recording data. At this point,

the HDD may have to be replaced. Contact support when this occurs.

5.5.2 Cloud

Dropbox can be used to upload snapshots for motion alarms. Note that email must be configured and

the HDD must have free space in order for Dropbox to work properly.

Cloud Storage: Check to enable the Dropbox function.

Alarm Detection: Check to enable Dropbox uploads for the specified channel.
Driver Name: Custom name for the channel for indication on the uploaded file name.

Activate Cloud: Click to send an authentication email to the receiver email address that was

specified in the email configuration section.

Note: When the Activate Cloud button is pressed, an email will be sent to the receiver email address
with a link to authenticate the NVR with Dropbox. Make sure that the PC that